Hwéng Dan Cau Hinh VPN Mikrotik

1. Chu hinh VPN Server

Budc 1: Bat tinh ndng PTPP Server

Vao PPP ->Interface -> chon vao PTPP Server,

A5 Quick Set

1 Wireless

IInterfacE I| PPPoE Servers ” Secrets ” Profiles ” Active Connections |

™8 Interfaces

%s Bridge

| Add New ¥ ” PPP Scanner ] I PPTP Ser\rer” SSTP Server ” L2TP Server ” OVPN Server ” PPPOE Scan
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Type L2 MTU Tx Rx
PPPoE Client 2.5 Mbps 139.3 kbps

FPFPaFE Client 0 bps 0 bps

Bat tinh nang PTPP Server va cac co ché xac thyc 1én,

As Quick Set

1 Wireless

Tx Packet (p/s) Rx Packet (p/s)
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Budc 2: CAu hinh VPN

Pau tién tao mot dai IP Pool cip cho cac Client truy cdp VPN. Vao Pool -> Add New,

| oK ” Cancel ” Apply ‘
Enabled vl I
Max MTU [1450
Max MRU [1450
MRRU hd

Keepalive Timeout & |3U

Default Profile
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A5 Quick Set

i :Uirelens r—‘
nterfaces

R g
'Bndge

£ Add New

3= Switch

=3 prp .

| 4 items

°18 Mesh

<’ MPLS » i Name Addresses Next Pool
B ¢ default-dhcp 192.168.88.10-192.168.58.254 none
= & dhep_pooll 192.168.100.10-192.168.100.148 | none
-] & dhep_poolz 192.168.30.2-192,168.30.254 none
=] & dhep_pool3 192.168.20.2-192.168.20.254 none

Tao mot dai IP s& cép cho cac thiét bi Client,

A& Quick Set
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Tiép theo, vao PPP -> Profiles dé khai bao mét Profile VPN, chon Add new,



A4 Quick Set
i Wireless

| Interfaces
LT
Bridge
L Rl | Add New
== Switch
C L.

918 Mesh

7 Rate
MPLS 13 Rel
<47 i Name Local Address Ad:‘mtes Bridge Limit Only One
55l 1P ¥ res

(rx/tx)
ARP = * @ default
Accounting - * @ default-encry
Addresses
Cloud
DHCP Client
DHCP Relay

| Interface ” PPPOE Servers ” Secrets |I Profiles I| Active Connections

2 items

default
default

DHCP Server

Khai bao Local Address va gan Remote Address la dai IP Pool vira tao,

A Quick Set
1 Wireless

M Interfaces

%2 Bridge

&5 Switch | OK “ Cancel “ Apply ‘
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-§§§-IP—Y Name | pro-vpn |
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Local Address & |10.0.0.1 v
Accounting

Cloud
Bridge
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DHCP Relay Bridge Port Priority ¥

DHCP Server
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Firewall

Incoming Filter v
Hotspot

IPsec Outgoing Filter
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i b
Packing Address List

Vao tab Secrets (trong PPP) tao cac tai khoan ppp user truy cap, danh mat khau truy cap VPN va
géan Profile VPN vao.



A Quick Set

1 Wireless

|8 Interfaces
—gg Bm-ige | OK ” Cancel “ Apply ‘

== Switch
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912 Mesh Enabled Cdl

S E Name |pppc|ient1 |

5 1P >

38 Routing > Password a |123455 |
% Service

] Files CallerID

5| Log
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2. Cdu hinh truy cdp VPN tir thiét bj Client

Tuy thudc vao hé diéu hanh cia mdy tinh Client ma c6 hudng dan truy cap VPN khac nhau. Bai
hudng din nay s dung mot may tinh Window 7 dé lam Client truy cap VPN tir xa:

Yéu cau phai xac dinh dugc dia chi IP WAN cuaa VPN Server.

Tur may Client, vao Network and Sharing Center, chon Set up a new connection or network,

f e
Y7 [um - ——— —— |
A == » Control Panel » Metwork and Internet » MNetwork and Sharing Center - |¢, | | Search Control Panel L0

(7]
Control Panel Home . . . . . N
View your basic network information and set up connections
Manage wireless networks il 1 == See full map
g [}&\ A q
Ch dapter setti N
R THANHEINH VienTin Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
VienTin Access type: Internet
. Connections: il Wireless Metwork Connection
Public network
(VienTin)
Change your networking settings
{L“- Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,
Ci  Connectto a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Cheose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
See also
HomeGroup @ Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information,
Windows Firewall
(.

Chon vao Connect to Workplace va nhan Next,



'{\\_—) @ Set Up a Connection or Network

Choose a connection option

»

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L Setup a new network
<, Configure a new router or access point.

m

Ly Manually connect to a wireless netwark
e ‘_onnect to a hidden network or create a new wireless profile.

b Connect to a workplace
Set up a dial-up or VPN connection to your workplace

#= Setup adial-up connection
m#® Connect to the Internet using a dial-up connection.

Click vao Use my Internet connection (VPN),

-

@ Lm Connect to a Workplace

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) cennection through the Internet.

J VSR

< Dial directly
Connect directly to a phone number without geing through the Internet,

| VR

What is a VPM connection?

Cancel

Dbanh dia chi IP WAN cta VPN Server vao muc Internet Address, chgn Next,



@ L;H Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 11 ——

Destination name: VPN Connection

[] Use a smart card

'@' [] Allow other people to use this connection
This epticn allows anyone with access to this computer to use this connection,

[T Don't connect now; just set it up so I can connect later

i Mext I Cancel
|

Tiép theo danh User name va Password truy cap va két noi,

~

@ L;ﬂ Connect to a Workplace

Type your user name and password

User name: pppclientl
Password: anases
[ Show characters

[] Remember this password

Domain (optional):

| Connect I Cancel
L.

Trong trudng hop khong két ndi duoc cé thé chon Skip bo qua dé van tao ra mot Network VPN
cho may Client. Sau d6 vao két ndi lai va tiy chinh mét sé thong tin trong Security.
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@U"@ » Control Panel » Metwork and Internet » Network Connections »

2|

- | +y | ‘ Search Network Connections

Organize » Start this connection Rename this connection Delete this connection 2 j:: - Eﬂ @
= | Local Area Connection -. VPN Connection = | Wireless Network Connection
Network cable unplugged —— =g Disconnected MienTin

b # Connect VPN Connection |i| pr §

[

VPN Connection Properties

General | Options I SEC‘-"'WI Metworking | Shariﬂgl

Type
I Point to Point Tunneling Protocal (PPTF)

of VPN:

vl

Dats en ion:
I Mo encryption allowed {server will disconnect f it requires encry ]I

| Advanced settings |

User name pppclient

Password

Domain:

[ Save this user name and password for the following users:

Me only
Anyone whao uses this computer

&

_Comeat | [ Cancel ]| Fropeties f[

Hep |

Authentication
() Use Bxtensible Authertication Protocol (EAF)

| -

| Propeties |

Allow these protocaols

[ Unencrypted password (PAP)
[¥] Challenge Handshaks Authentication Protocal (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password {and domain, f any)

Thiét bi sau khi két néi thanh cong

o @ = |

@\_)"@ v Control Panel » Metwork and Internet » Metwork Connections »

o

- | 3 | | Search Network Connections

|1

&i! _ Metwork cable unplugged

x @2 Realtek PCle GBE Family Controller

Organize = Disconnect this connection Rename this connection View status of this connection » j:: - E;l @
Local Area Connection - VPN Connectien = | Wireless Network Connection

*g VPN Connection

[#2 WAN Miniport (PPTP)

S VPN Connection Status

)

VienTin
d‘.!ﬂ Atheros ARI485WB-EG Wireless N...

General | Details

Metwork Connection Details

]

Connection

IPv4 Connectivity:
IPvE Connectivity:
Media State:

Duration:

Activity
Bytes: 8,943
Compression: 0%
Errors: o

Properties ][ Disconnect ][ Diagnose ]

Internet Property Value
Mo network access Connection-specific DN...
Connected Description VPN Connection
00:00:19 Physical Address
DHCP Enabled Mo
IPv4 Address 10.0.0.2
IPv4 Subnet Mask 255255 255.255
IPv4 Default Gateway
IPv4 DNS Servers 10.0.0.1
8888
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
3,017 |
0%
Tl
|

Close

Network Connection Details:






